
www.lungtin.com  | Copyright © Lung Tin 2018

Established since 1994

Beijing︱Hong Kong︱Shanghai︱Shenzhen︱Xi’an︱Shenyang︱Osaka︱New York



www.lungtin.com  | Copyright © Lung Tin 2018
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Part I : Trade Secret Cases in China 
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Trade Secret Cases in China
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Trade Secret Cases in China
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Definition of Trade Secret

- Article 10 of the Chinese Anti-Unfair Competition Law (effective September 2, 
1993):

Trade secret refers to “the technical information and business information which is 
unknown by the public, which may create business interests or profit for its legal 
owners, which possesses utility, and to which secrecy measures are applied by its 
legal owners.”

- Article 9 of the Chinese Anti-Unfair Competition Law (effective January 1, 2018):

Trade secret refers to “the technical information and business information which is 
unknown by the public, which possesses business value, and to which corresponding
secrecy measures are applied by its legal owners.”

 The definition of trade secret is broadened in the new law.
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Amended AUCL

- Article 9 of the amended AUCL:

A business operator shall not engage in any of the following infringements of trade secrets :

(i) obtaining the trade secrets from right holders by theft, bribery, fraud, intimidation or 
other improper means;

(ii) disclosing, using or allowing others to use the trade secrets of right holders obtained by 
the means mentioned in the preceding paragraph;

(iii) disclosing, using or allowing others to use the trade secrets under its possession by 
breaching agreements or violating the requirements of the right holders on keeping the 
trade secrets confidential.

Where a third party obtains, discloses, uses or allows others to use the trade secrets of 
others when it has, or should have, the clear knowledge of the employee or former 
employee of the right owner, or any other entity or individual conducts the illegal 
acts infringing the trade secrets of the right holders, the third party shall be deemed 
to have infringed on the trade secrets of others.

Trade secret refers to the technical information and business information which is 
unknown by the public, which possesses business value, and to which corresponding
secrecy measures are applied by its legal owners.
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Part II :  Lung Tin’s Exploration: 
Management of Innovation Outcome
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Lung Tin’s Exploration: 
Management of Innovation Outcome

Inventory of Technical 
Information1

Knowing the 
Level of Risk

2

Making 
Competition Strategy

3

Designing  Management System 
4

Training of System Introduction

5

Checking Validity of 
Management

6

Pilot Operation and 
Continuous Improvement 7
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Inventory Module: 
Locating Technical Outcome
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Inventory Module: 
Locating Technical Outcome

Manageme
nt Type Management Field Management Purpose

Inventory 
and Risk 
Analysis

All departments: analysis of 
trade secret work and 
document risk

Checking work flow
Checking document use flow

Inventories

Factory entity: client 
relationship analysis

Checking client’s industry features
Checking risk of technical integration of client’s industry
Analyzing competition of client relationship
Analyzing product technology and market
Checking risk of client complaint report
Checking risk of client audit activities

Technical entity: analysis of 
relationship with technical 
collaboration party

Analyzing technology independence
Checking risk of technical provider integration
Checking disclosure risk of core tech in commissioned development
Analyzing secrecy capability of collaboration party
Analyzing competition risk of technical partner’s industry

Analysis of large scale group 
corporation

Setting provisions of trade secret information for subsidiary
Checking business relationship of subsidiary
Setting provisions of non-recognition of technical information
Setting and supervising information exchange channel

Operation headquarter:
risk analysis of management 
level

Checking status of company shares and listing
Analyzing loyalty of management level
Analyzing loyalty of R&D management level
Analyzing loyalty of operation management level
Checking recordation and management of data use

Introducing outside 
investment party: analysis of 
investment team

Analyzing disclosure status of shares and confidential information
Analyzing collaboration and competition relationship of investment party

Analyzing competition relationship of investment party representatives
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Analysis Module: 
Balancing Between Trade Secret and Patent

Knowing Current 
Situation

1

Risk Analysis

2

Setting System

3
System of Validity 

Check

4
Continuous 

Operation of the 
System

5

• Knowing current situation 
and management drawbacks 
of use of technical 
information in respective 
departments

• Identifying high risk items 
through risk analysis to avoid 
or reduce cost of 
management of non-
necessary information

• Designing risk 
improvement measures and 
corresponding control 
measures based on the 
current situation and risk 
identification

• Setting up long term plan of 
technical information 
management

• About 30 pieces of technical 
information inventory tables

• Analysis and evaluation report 
of technical information risk

• Protection strategy report of 
technical information

• Evaluation report of 
improvement of information 
security tools

Objective

• Conducting interviews regarding 
life cycle and current dispose 
situation of technical information

• Designing risk analysis system

• Conducting risk analysis

• Determining acceptance level of 
risk 

• Determining risk dispose plan

• Holding meetings explaining the 
risk dispose plan

• Setting up technical information 
management plan 

• Conducing education and training 
for this stage

Main Activities Delivery Items
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Secrecy Module: 
Combination of Human Control and Material Control

Management
Type Management Field Management Purpose

Human 
Resource 
Security

Employment Contract
Intellectual property clause

Confidentiality clause

Non-competition 
Rules

Design of non-competition clause

Non-competition of high level management

Recruitment 
Management

Investigation of non-competition of former employer

Background investigation

Appointment 
Management

Trial period management

Incumbency
Management

Management of assessment

Management of punishment

Education and 
Training

Trade secret manager

Trainings for new employees

Training for middle or high level directors

Training for common employees

Turnover Management

Return of data

Management of turnover interview

Trace of non-competition
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Secrecy Module: 
Combination of Human Control and Material Control

Management
Type Management Field Management Purpose

Management of 
Outside
Associated 
Parties

Setting secrecy
responsibility for 
outside associated 
parties

Basic level management: signing confidentiality agreement

Middle level management: periodic self evaluation

High level management: sending staffs to check on-site

Management of 
confidentiality 
agreement

Classification of confidentiality agreement: normal, strict

Setting principle of object classification

Supervision of signing the agreement and periodic update

Management of 
technical disclosure

Principle of de-identification of technical disclosure

Setting technical disclosure template

Management of technical disclosure staff

Supervision and 
management of data 
exchange

Management of information exchange platform

Archiving and monitoring information output

Setting information output recordation



Objective: 
Helping Client to Establish Operable Protection System

Knowing
Current

Situation
Risk Analysis Setting System Checking validity

Pilot operation 
and continuous 

improvment

TWO MONTHS：
1) High level management initializes 
meetings and trainings
2) Key personnel initializes 
meetings and trainings
3) Knowing current situation 
(through interview)

ONE MONTH：
1) Inventory table modification and 
risk evaluation
2) Risk analysis and evaluation 
report
3) Management system evaluation 
report

ONE MONTH: 
1) System proposal brief
2) System proposal
3) System introduction 
training

ONE MONTH:
1) Proposal for managing validity check 
method
2) Internal check department’s training
3) Trade secret and patent infringement 
case practice plan
4) Report for checking turnover staff

Project 
Requirement

1.Complying with requirements of trade secret and patent, and setting collaborative protection system.
2.Complying with ISO management framework.
3.Making sure main R&D, sales and factory management are all managed by strict internal control 
and ISO information security standard.

Project Area Headquarter and factories (operation entities for core technology and business mode)

Project Period 6 months

Management 
System

Introduction
Flow

ONE MONTH：
1) One or two model 
departments conduct training
2) Tracing and modifying files of 
the model department
3) Schedule report of information 
security tool
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Thank You for your time.

jacobzhang@lungtin.com

18th Floor, Tower B, Grand Place, No.5 Huizhong

Road, Chaoyang District, Beijing 100101, China

Tel: +(86)-10-8489 1188; Fax: +(86)-10-8489 1189

LTBJ@lungtin.com

Reliability, Proficiency, Teamwork & Innovation

LUNG TIN, Accomplished IP Firm

Beijing︱Hong Kong︱Shanghai︱Shenzhen︱Xi’an︱Shenyang︱Osaka︱New York


